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Mr . Ch ai r man and Memb er s o f  t h e Su b c o mmi t t ee:  
 
I am K en Wat so n, Manager  o f  Ci sc o ’ s Cr i t i c al Inf r ast r u c t u r e A ssu r anc e Gr o u p . I am h er e t o day  
i n my  c ap ac i t y  as t h e elec t ed V i c e Ch ai r man o f  t h e P ar t ner sh i p  f o r  Cr i t i c al Inf r ast r u c t u r e 
Sec u r i t y  (P CIS). Th ank  y o u  f o r  i nv i t i ng t h e P CIS t o  p ar t i c i p at e i n t o day ’ s h ear i ng o n A mer i c a’ s 
p r i v at e-sec t o r  p r ep ar edness t o  p r o t ec t  o u r  c r i t i c al i nf r ast r u c t u r e. I b eli ev e t h e nat i o n’ s c r i t i c al 
i nf r ast r u c t u r es and k ey  r eso u r c es r ep r esent  t h e new  “c ent er  o f  gr av i t y ” f o r  def endi ng o u r  nat i o nal 
and ec o no mi c  sec u r i t y . Th e c o mp ani es and asso c i at i o ns t h at  c o nst i t u t e t h e memb er sh i p  o f  P CIS 
ar e eager  t o  c o nt i nu e do i ng t h ei r  p ar t  t o  ensu r e t h e o ngo i ng deli v er y  o f  c r i t i c al i nf r ast r u c t u r e 
ser v i c es o n w h i c h  t h e nat i o n and i t s c i t i z ens dep end f o r  j u st  ab o u t  ev er y t h i ng w e do , day  i n and 
day  o u t . 
 
Th e i nc r easi ngly  i nt er c o nnec t ed nat u r e o f  t h e w o r ld’ s ec o no my  h as c r eat ed a glo b al mar k et p lac e 
o f  i deas and c o mmer c e. E v er y  i ndu st r y  i n t h e U ni t ed St at es, and t h r o u gh o u t  t h e dev elo p ed 
w o r ld, i s i nc r easi ngly  dep endent  o n ev er y  o t h er . Th e Feder al go v er nment  r eli es o n t h e ser v i c es 
p r o v i ded b y  p r i v at e-sec t o r  i nf r ast r u c t u r e o w ner s and o p er at o r s. Many  o f  t h ese o w ner s and 
o p er at o r s lead mu lt i nat i o nal c o r p o r at i o ns, and all h av e an i nt er lac ed glo b al net w o r k  o f  su p p li er s, 
p ar t ner s, and c u st o mer s. Th e h ealt h  o f  t h i s net w o r k ed glo b al ec o no my  i s di r ec t ly  r elev ant  t o  t h e 
h ealt h  o f  A mer i c a’ s nat i o nal and ec o no mi c  sec u r i t y . 
 
Th e Nat i o nal Inf r ast r u c t u r e P r o t ec t i o n P lan (NIP P ) desi gnat es t h e P CIS as t h e p r i v at e-sec t o r  
c r o ss-sec t o r  c o o r di nat i ng c o u nc i l f o r  p r o t ec t i ng c r i t i c al i nf r ast r u c t u r e. O u r  c o u nc i l c o nsi st s o f  t h e 
Sec t o r  Co o r di nat i ng Co u nc i ls (SCCs) f o r  all t h e c r i t i c al i nf r ast r u c t u r e sec t o r s desi gnat ed i n 
H o meland Sec u r i t y  P r esi dent i al D i r ec t i v e-7 (H SP D -7) t h at  h av e p r i v at e-sec t o r  c o mp o nent s. (Th e 
Go v er nment  Fac i li t i es and Nat i o nal Mo nu ment s and Ic o ns sec t o r s do  no t  h av e p r i v at e-sec t o r  
c o mp o nent s). Th e st r engt h  o f  t h e P CIS i s gener at ed b y  t h e ex p er t i se and leader sh i p  f o u nd i n 
t h o se SCCs. In t u r n, SCCs r ef lec t  t h e mak e-u p  o f  t h e k ey  c o mp ani es and leader s i n t h e sec t o r s. 
Mo st  o f  t h e sec t o r s h av e also  est ab li sh ed Inf o r mat i o n Sh ar i ng and A naly si s Cent er s (ISA Cs) t o  
manage t h ei r  day -t o -day  i nf o r mat i o n sh ar i ng needs. A s I di sc u ss p r o gr ess and p er sp ec t i v es o f  t h e 
sec t o r s, I w i ll u nder sc o r e t h e r o les o f  t h e SCCs and t h e ISA Cs.  
 
In r esp o nse t o  a c all f o r  p u b li c -p r i v at e p ar t ner sh i p  f r o m t h e Feder al go v er nment , sev er al p r i v at e-
sec t o r  c r i t i c al i nf r ast r u c t u r e o w ner s and o p er at o r s f o u nded P CIS i n 19 9 9 . Th at  c all w as i t self  a 
r esp o nse t o  t h e O c t o b er  19 9 7 r ep o r t  o f  t h e P r esi dent ’ s Co mmi ssi o n o n Cr i t i c al Inf r ast r u c t u r e 
P r o t ec t i o n (P CCIP ), “Cr i t i c al Fo u ndat i o ns,” led b y  r et i r ed Gener al Ro b er t  Mar sh . B ec au se o f  
w h at  i t  c h ar ac t er i z ed as t w o  i r r ev er si b le t r ends, t h e Mar sh  Co mmi ssi o n f o u nd t h at  a st r o ng 
p u b li c -p r i v at e p ar t ner sh i p  w as t h e o nly  p at h  t o  sec u r e i nf r ast r u c t u r es. Th o se t w o  t r ends— 
i nc r easi ng p r i v at i z at i o n o f  c r i t i c al ser v i c es and i nc r easi ng mi gr at i o n o f  c o r e b u si ness and 
go v er nment  o p er at i o ns t o  net w o r k s, i nc lu di ng t h e Int er net —c o nt i nu e t o day . Go v er nment  c an no  
lo nger  def end t h e c o u nt r y  b y  i t self —i t  h as nei t h er  t h e sp ec i ali z ed ex p er t i se no r  t h e net w o r k  
ac c ess r eq u i r ed. 
 
Th e p r i v at e sec t o r  h as no t  o r gani z ed i t self  neat ly  i nt o  dep ar t ment s and agenc i es as t h e 
go v er nment  h as. Th er ef o r e, t h er e w er e u ni q u e c h allenges i n c o nst r u c t i ng an ar c h i t ec t u r e t h at  no t  
o nly  r eac h ed t h e r i gh t  ex p er t i se i n eac h  sec t o r , b u t  also  p r o v i ded f o r  u ni v er sal ac c ess f o r  all 
sec t o r  memb er s. Mo r eo v er , t h e f r amew o r k  w o u ld need t o  i nc lu de a r o b u st , mu lt i -lev el 
i nf o r mat i o n-sh ar i ng mec h ani sm t h at  c o u ld r eac h  ex ec u t i v es and ex p er t s i n a t i mely  manner . No t  
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su r p r i si ngly , t h e f i r st  at t emp t s at  b u i ldi ng t h i s p ar t ner sh i p  h ad mi x ed su c c ess—o n b o t h  t h e p u b li c  
and p r i v at e-sec t o r  si des o f  t h e p ar t ner sh i p . Nev er t h eless, af t er  ei gh t  y ear s o f  h ar d w o r k , w e h av e 
made t r emendo u s p r o gr ess. It  i s no t  p er f ec t , b u t  I b eli ev e w e ar e o n a v er y  so li d p at h , and t h e 
U ni t ed St at es i s f ar  mo r e r esi li ent  t o  p o t ent i al at t ac k s o r  nat u r al di sast er s af f ec t i ng c r i t i c al 
i nf r ast r u c t u r es t h an i t  w as ei gh t  y ear s ago . 
 
To day , I w i ll p r o v i de an o v er v i ew  o f  P CIS go als, p r esent  ex amp les o f  r ec ent  p r o gr ess, o f f er  
b enc h mar k s f o r  c o nt i nu ed su c c ess, addr ess so me sp ec i f i c  c o nc er ns and p er sp ec t i v es o f  t h e 
sec t o r s, and di sc u ss j o i nt  i ndu st r y -D H S i ni t i at i v es t o  r emo v e b ar r i er s t o  p r i v at e-sec t o r  
p ar t i c i p at i o n i n t h e p ar t ner sh i p . Fi nally , I w i ll o f f er  su ggest i o ns r egar di ng w h at  t h e go v er nment  
mi gh t  do  t o  c o nt i nu e st r engt h eni ng t h i s p ar t ner sh i p  and i mp r o v i ng o u r  r esi li enc e i n b o t h  p h y si c al 
and c y b er  sec u r i t y . 
 
Wh en w e c r eat ed P CIS, w e env i si o ned i t  as a c r o ss-sec t o r  c o o r di nat i o n mec h ani sm f o r  p o li c y  
and st r at egy  mat t er s, nei t h er  o p er at i o nal no r  au t h o r i t at i v e i n i t s o w n r i gh t . SCCs ar e t h e r esi dent  
ex p er t s f r o m t h e sec t o r s, and t h er ef o r e w e def er  t o  t h at  ex p er t i se f o r  sp ec i f i c  q u est i o ns r egar di ng 
sec t o r  o p er at i o ns. Th e P CIS mi ssi o n i s t o  “c o o r di nat e c r o ss-sec t o r  i ni t i at i v es t h at  p r o mo t e p u b li c  
and p r i v at e ef f o r t s t o  ensu r e sec u r e, saf e, and r eli ab le c r i t i c al i nf r ast r u c t u r e ser v i c es.” Th i s 
o v er all go al c o nt i nu es t o day . Th i s p ast  A p r i l, w e p u b li sh ed o u r  f i r st  c o mp r eh ensi v e b u si ness 
p lan, w h i c h  c o v er s t h e t h r ee-y ear  p er i o d 20 0 7 t o  20 0 9 . I h av e at t ac h ed i t  t o  my  w r i t t en t est i mo ny  
f o r  y o u r  r ef er enc e. 
 
Th e b u si ness p lan o u t li nes P CIS o b j ec t i v es, p r o du c t s and ser v i c es, st r at egi es f o r  
c o mmu ni c at i o ns, o r gani z at i o n, management , o p er at i o ns, r esear c h  and dev elo p ment , and su p p o r t , 
and i t  p r o v i des det ai ls o n o u r  c u r r ent  w o r k i ng gr o u p s and c o mmi t t ees. O u r  memb er s t ell u s t h ey  
see v alu e i n u nder st andi ng i ssu es c o mmo n t o  mu lt i p le sec t o r s, u ni q u e c h allenges o r  so lu t i o ns 
f r o m a si ngle sec t o r , and t h e ab i li t y  t o  j o i nt ly  ap p r o ac h  D H S and o t h er  go v er nment  
o r gani z at i o ns.  
 
P r i mar i ly , P CIS seek s t o  i mp r o v e c o nt i nu o u sly  t h e o v er all nat i o nal c ap ab i li t y  t o  ensu r e c r i t i c al 
i nf r ast r u c t u r e ser v i c es and p r o t ec t  su p p o r t i ng c r i t i c al asset s and f u nc t i o ns. We ac c o mp li sh  o u r  
mi ssi o n b y  f u lf i lli ng t h e f o llo w i ng r o les:  
• A ddr ess p h y si c al, c y b er , and h u man c r o ss-sec t o r  c r i t i c al i nf r ast r u c t u r e p r o t ec t i o n and 

i nt er dep endenc y  i ssu es o f  c o nc er n t o  sec t o r  o w ner s and o p er at o r s; 
• Imp r o v e t h e sec u r i t y  and saf et y  o f  t h e nat i o n’ s c r i t i c al i nf r ast r u c t u r es b y  enab li ng c r i t i c al 

i nf r ast r u c t u r e sec t o r s t o  c o llab o r at e amo ng t h emselv es, as w ell as i n p ar t ner sh i p  w i t h  
go v er nment s;  

• E nc o u r age and p ar t i c i p at e i n p r o du c t i v e p u b li c -p r i v at e p ar t ner sh i p s w i t h  go v er nment  as 
enab led b y  t h e Cr i t i c al Inf r ast r u c t u r e P ar t ner sh i p  A dv i so r y  Co u nc i l (CIP A C); 

• P ar t i c i p at e i n CIP A C (t h r o u gh  P CIS memb er s); and 
• Ser v e as t h e P r i v at e-Sec t o r  Cr o ss-Sec t o r  Co u nc i l i n t h e NIP P  Sec t o r  P ar t ner sh i p  Fr amew o r k . 
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P CIS i s gu i ded b y  t h r ee c o r e p r i nc i p les:  
1 . B u ild ef f ective collab orative relationsh ips b etw een th e sectors and government b y  improving 

coordination, cooperation and commu nication. 
2 . Promote a compreh ensive approach  to detect, prepare, prevent, protect, respond and recover 

f rom all th reats and h az ards th at may  cau se incidents of  national signif icance. 
3 . Promote th e merits of  a non-regu latory  approach  to advance th e secu rity  and resilience of  

th e sectors. 
 
Th e P CIS b u si ness p lan i dent i f i es f o u r  b r o ad go als, eac h  w i t h  su b o r di nat e o b j ec t i v es and 
met r i c s. 
1. P ar t ner sh i p  L eader sh i p  f o r  all-sec t o r  c r i t i c al i nf r ast r u c t u r e p r o t ec t i o n i ssu es and p o li c y ; 
2. Cr o ss-Sec t o r  L eader sh i p  f o r  c r o ss-sec t o r  and i nt er dep endenc y  i ssu es; 
3. Sec t o r  A ssi st anc e f o r  h ealt h y  and p r o du c t i v e p ar t ner sh i p  i nt er ac t i o ns; and 
4. P CIS E f f ec t i v eness f o r  st r o ng o r gani z at i o nal ef f ec t i v eness and v alu e. 
 
In addi t i o n, b ec au se o f  t h e c o mp r eh ensi v e, sec t o r -sp ec i f i c  su b j ec t -mat t er  ex p er t i se r esi dent  i n 
P CIS, t h e Nat i o nal Inf r ast r u c t u r e A dv i so r y  Co u nc i l (NIA C) c alls o n u s f r o m t i me t o  t i me as i t  
dev elo p s p o li c y  adv i c e f o r  t h e P r esi dent . Tw o  no t ab le r ec ent  ef f o r t s w er e:  
• P r i o r i t i z at i o n o f  Cr i t i c al Inf r ast r u c t u r e f o r  a P andemi c  O u t b r eak  i n t h e U ni t ed St at es; and 
• P u b li c -P r i v at e Sec t o r  Int elli genc e Co o r di nat i o n. 
 
Th er e ar e nu mer o u s ex amp les o f  r ec ent  su c c esses. Ch i ef  amo ng t h o se i s dev elo p ment  o f  t h e 
NIP P  and i t s 17 Sec t o r -Sp ec i f i c  P lans (SSP s). Th e lev el o f  c o llab o r at i o n w e enj o y ed w o u ld h av e 
b een i mp o ssi b le w i t h o u t  t h e CIP A C f r amew o r k  p r o v i ded b y  t h e Co ngr ess i n t h e H o meland 
Sec u r i t y  A c t  o f  20 0 2 and i mp lement ed b y  Sec r et ar y  Ch er t o f f  mo r e t h an a y ear  ago . CIP A C 
r ep r esent s a p ar t ner sh i p  b et w een go v er nment  and c r i t i c al i nf r ast r u c t u r e/ k ey  r eso u r c e (CI/ K R) 
o w ner s and o p er at o r s. Th e Co u nc i l p r o v i des a f o r u m i n w h i c h  t h ese p ar t ner s c an engage, f r eely  
and o p enly , i n a b r o ad sp ec t r u m o f  ac t i v i t i es t o  su p p o r t  and c o o r di nat e c r i t i c al i nf r ast r u c t u r e 
p r o t ec t i o n. Th e CIP A C f r amew o r k  allo w ed u s t o  r o ll u p  o u r  sleev es and w o r k  si de-b y -si de w i t h  
o u r  go v er nment  c o u nt er p ar t s t o  w r i t e t h ese p lans. 
 
O ne si gni f i c ant  r esu lt  o f  t h i s c o llab o r at i o n i s t h e NIP P ’ s ap p r o ac h  t o  r i sk  management . B ef o r e 
p r i v at e-sec t o r  p ar t i c i p at i o n b egan, t h e dr af t  p r o p o sed a b o t t o m-u p  ap p r o ac h , w h i c h  f o c u sed o n 
p h y si c al asset s. B u t  af t er  c o nsi der ab le engagement  b et w een D H S and sec t o r s t h at  ar e less 
dep endent  o n sp ec i f i c  p h y si c al asset s t h an o n f u nc t i o nal sy st ems (su c h  as elec t r i c  p o w er , 
c o mmu ni c at i o ns, and i nf o r mat i o n t ec h no lo gy ), t h e NIP P  r i sk  management  sec t i o n ev o lv ed t o  
ac c o mmo dat e t o p -do w n, f u nc t i o nally -b ased r i sk  management  mo dels, p er mi t t i ng t h ese mu lt i p le 
ap p r o ac h es.  
 
Th e i nc o r p o r at i o n o f  t h e t o p -do w n, f u nc t i o nal ap p r o ac h  r esh ap ed t h e NIP P  i nt o  a u sef u l 
f r amew o r k  f o r  all t h e SSP s, no t  j u st  f o r  t h o se w i t h  a f i ni t e nu mb er  o f  di sc r et e p h y si c al asset s. 
Rat h er  t h an u si ng t ax p ay er  f u nds t o  dev elo p  b o r der -z o ne p r o t ec t i o ns f o r  t h ese sec t o r s, t h e NIP P  
f r amew o r k  w i ll ev ent u ally  i dent i f y  smar t er  w ay s t o  sp end Feder al r eso u r c es. O ne ex amp le o f  a 
sec t o r  w i t h  a t o p -do w n, f u nc t i o nal ap p r o ac h  c an b e f o u nd i n t h e Co mmu ni c at i o ns Sec t o r . 
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• Co mmu ni c at i o ns—Co mmu ni c at i o ns net w o r k s ar e dy nami c ; t h e mo st  i mp o r t ant  asset s c h ange 
dep endi ng o n t h e c i r c u mst anc es. So me o f  t h e mo st  i mp o r t ant  asset s may  b e t h e p eo p le 
assi gned b y  c o mp ani es t o  t h e Nat i o nal Co o r di nat i ng Cent er  f o r  Telec o mmu ni c at i o ns. Th ey  
w o r k  w i t h  eac h  o t h er  u nder  mu t u al su p p o r t  agr eement s, c o o r di nat i ng c lo sely  w i t h  23 Feder al 
agenc i es o n day -t o -day  i nc i dent s, i nc lu di ng ev er y t h i ng f r o m b ac k h o e c ab le c u t s t o  D eni al o f  
Ser v i c e (D o S) at t ac k s agai nst  c ar r i er s. 

 
D ev elo p i ng t h e SSP s w as no t  a p er f ec t  p r o c ess. No t  all Sec t o r -Sp ec i f i c  A genc i es (SSA s) w o r k ed 
as c lo sely  w i t h  t h ei r  p r i v at e-sec t o r  c o u nt er p ar t s as o t h er s. Mo st  sec t o r s w er e v er y  p leased w i t h  
t h ei r  c o llab o r at i o n, b u t  f o r  o t h er s a lear ni ng c u r v e r emai ns. I see t h ese as gr o w i ng p ai ns as b o t h  
go v er nment  and o w ner -o p er at o r s emb r ac e t h e new  p ar t ner sh i p  f r amew o r k . 
 
I am h ap p y  t o  r ep o r t  t h e li st  o f  sec t o r  su c c esses i s a lo ng o ne, and gr o w i ng b y  t h e day . So  no w , I 
w o u ld li k e t o  ment i o n si x  su c c ess st o r i es, eac h  o ne o f  w h i c h  i s r ep r esent at i v e o f  t h e t r emendo u s 
w o r k  and p r o gr ess all o f  o u r  c r i t i c al i nf r ast r u c t u r e sec t o r s ar e mak i ng.  
• Fi nanc i al Ser v i c es—In 20 0 3, 14 Ch i c ago -ar ea f i nanc i al i nst i t u t i o ns f o r med a no np r o f i t  

o r gani z at i o n c alled Ch i c ago FIRST, w h i c h  t h ey  desi gned t o  addr ess h o meland sec u r i t y  and 
emer genc y  management  i ssu es r eq u i r i ng a c o o r di nat ed r esp o nse w i t h  all lev els o f  
go v er nment . To day , Ch i c ago FIRST i s 26 memb er s st r o ng, and gr o w i ng. Th e gr o u p  
c o llab o r at es dai ly  w i t h  t h e Ci t y  o f  Ch i c ago , St at e o f  Illi no i s, and nu mer o u s Feder al agenc i es 
o n di sast er  management  mat t er s. Si nc e i t  w as f o u nded, Ch i c ago FIRST h as o b t ai ned a seat  i n 
t h e Ch i c ago  emer genc y  o p er at i o ns c ent er  f o r  t h e f i nanc i al c o mmu ni t y , enc o u r aged t h e c i t y  t o  
i mp lement  a c r edent i ali ng sy st em, assi st ed i n p lanni ng and ex ec u t i ng an ev ac u at i o n o f  f o u r  
do w nt o w n sk y sc r ap er s, ensu r ed t h at  memb er s r ec ei v e i mp o r t ant  emer genc y  i nf o r mat i o n f r o m 
go v er nment , and w o r k ed w i t h  t h e c i t y  and St at e o n p andemi c  p r ep ar edness. No w , si mi lar  
r egi o nal p ar t ner sh i p s ar e f o r mi ng, u si ng Ch i c ago FIRST as a mo del. A  new  i nf o r mal 
o r gani z at i o n, RP C FIRST (Regi o nal P ar t ner sh i p  Co u nc i l f o r  Fi nanc i al Indu st r y  Resi li enc e, 
Sec u r i t y , and Teamw o r k ) sh ar es b est  p r ac t i c es, so li c i t s adv i c e, and p ar t i c i p at es i n t h e 
nat i o nal Fi nanc i al Ser v i c es Sec t o r  Co o r di nat i ng Co u nc i l (FSSCC). 

• Rai l and Wat er —Th e A sso c i at i o n o f  A mer i c an Rai lr o ads (A A R) i s w o r k i ng w i t h  t h r ee 
ISA Cs, w h i c h  meet  q u ar t er ly  w i t h  i nt elli genc e p er so nnel f r o m D H S, FB I, CIA , Nat i o nal 
Sec u r i t y  A genc y , and t h e Mi ddle A t lant i c -Gr eat  L ak es O r gani z ed Cr i me L aw  E nf o r c ement  
Net w o r k  t o  add r eali sm and u sef u lness t o  q u ar t er ly  i ndu st r y  t h r eat  assessment s. Th ese 
meet i ngs h av e enh anc ed mu t u al t r u st , i nc r eased k no w ledge o f  c r o ss-sec t o r  dep endenc i es, and 
r ai sed u nder st andi ng amo ng go v er nment  analy st s o f  r ai l i ndu st r y  o p er at i o nal c h ar ac t er i st i c s. 
In addi t i o n, t h e Wat er ISA C, managed b y  t h e A sso c i at i o n o f  Met r o p o li t an Wat er  A genc i es, 
also  c o ndu c t s q u ar t er ly  meet i ngs w i t h  i nt elli genc e p er so nnel f r o m D H S, FB I, and o t h er s t o  
c r o ssc h ec k  t h e Sec t o r ' s i nt elli genc e gat h er i ng ef f o r t s w i t h  t h o se o f  t h e Feder al i nt elli genc e 
c o mmu ni t y . 

• D ams—In addi t i o n t o  h o ldi ng c lassi f i ed b r i ef i ngs and est ab li sh i ng a D ams p o r t al o n t h e 
H o meland Sec u r i t y  Inf o r mat i o n Net w o r k  (H SIN), t h e D ams Sec t o r  h as dev elo p ed a c lo se 
w o r k i ng r elat i o nsh i p  w i t h  t h e D H S Nat i o nal Cy b er  Sec u r i t y  D i v i si o n (NCSD ). Th e D ams 
Sec t o r  assi st s D H S and t h e Feder al E ner gy  Regu lat o r y  Co mmi ssi o n (FE RC) c o ndu c t  annu al 
sec u r i t y  semi nar s f o r  t h e FE RC-r egu lat ed Sec t o r  memb er s. To  edu c at e o w ner s o f  smaller  
dams ab o u t  c u r r ent  and f u t u r e sec u r i t y  i ni t i at i v es as w ell as assessment s o f  t h r eat s, t h e D ams 
Sec t o r  dr aw s o n t h e ex p er t i se o f  v ar i o u s memb er  asso c i at i o ns.  
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• Wat er —Th e A mer i c an Wat er  Wo r k s A sso c i at i o n (A WWA ), w i t h  su p p o r t  f r o m t h e 
E nv i r o nment al P r o t ec t i o n A genc y  (E P A ) and o t h er  Sec t o r  asso c i at i o ns, h as b een leadi ng an 
i ni t i at i v e t o  su p p o r t  t h e dev elo p ment  o f  i nt r ast at e mu t u al ai d and assi st anc e net w o r k s 
b et w een w at er  and w ast ew at er  u t i li t i es (p u b li c  and p r i v at e) t o  i nc r ease t h e Sec t o r ' s 
p r ep ar edness and r esp o nse c ap ab i li t y  t o  nat u r al and man-made i nc i dent s. Fo r  t h e p ast  y ear , 
t h e Sec t o r  h as p u t  o n w o r k sh o p s t o  i nt r o du c e t h e c o nc ep t  and dev elo p  ac t i o n p lans. Cu r r ent ly  
t h er e ar e ni ne Wat er / Wast ew at er  A genc y  Resp o nse Net w o r k  (WA RN) st at es, and mo r e t h an 
30  st at es ar e c u r r ent ly  est ab li sh i ng a WA RN p r o gr am. 

• Co mmer c i al Fac i li t i es—Th e Int er nat i o nal A sso c i at i o n o f  A ssemb ly  Manager s (IA A M) u sed 
a D H S Co mp et i t i v e Tr ai ni ng Gr ant  t o  c r eat e a si x -h o u r  t r ai ni ng c o u r se t o  assi st  i n p r o mo t i ng 
and t r ai ni ng f ac i li t y  manager s o n t h e V u lner ab i li t y  Ident i f i c at i o n Self -A ssessment  To o l 
(V i SA T). D H S dev elo p ed V i SA T, a Web -b ased t o o l, t o  enab le asset  o w ner s and o p er at o r s t o  
p r o v i de sec u r i t y  aw ar eness t r ai ni ng and t o  c o ndu c t  v o lu nt ar y  v u lner ab i li t y  assessment s o f  
t h ei r  f ac i li t i es. Wi t h i n t h e Co mmer c i al Fac i li t i es Sec t o r , mo du les h av e b een p r o gr ammed 
i nt o  t h e sy st em f o r  st adi u ms, ar enas, p er f o r mi ng ar t s c ent er s, and c o nv ent i o n 
c ent er s. IA A M h as i dent i f i ed b et w een 12 and 15 lo c at i o ns i n t h e p u b li c  assemb ly  c o mmu ni t y  
t o  r o ll o u t  t h e V i SA T t r ai ni ng p r o gr am. 

• Nu c lear —Th e Nu c lear  Sec t o r  r ep r esent s all 10 4 o p er at i ng U .S. nu c lear  p o w er  r eac t o r s, 
r esear c h  and t est  r eac t o r s, and t h e r adi o i so t o p e c o mmu ni t y . It  f o r med i n lat e 20 0 4, and, i n a 
sh o r t  p er i o d, w o r k ed c o llab o r at i v ely  w i t h  D H S t o  dev elo p  and i mp lement  t h e Ri sk  A naly si s 
and Management  f o r  Cr i t i c al A sset  P r o t ec t i o n (RA MCA P ) and Co mp r eh ensi v e Rev i ew  (CR) 
p r o c esses. B y  t h e end o f  t h i s y ear , RA MCA P s and CRs w i ll b e c o mp let ed at  all o p er at i ng 
nu c lear  p o w er  r eac t o r s i n t h e U ni t ed St at es. Mo st  i mp o r t ant ly , i nsi gh t s f r o m CRs h av e led t o  
ac t i o ns t ak en b y  p lant  o w ner s and emer genc y  r esp o nder s (Feder al, St at e, and lo c al) t h at  h av e 
made si gni f i c ant  i mp r o v ement s t o  t h e sec u r i t y  p o st u r e and r esp o nsi v e c ap ab i li t i es f o r  t h o se 
k ey  r eso u r c es. Fu r t h er , w i t h  D H S, t h e Nu c lear  Sec t o r  c o mp let ed i ni t i al p lanni ng f o r  
p andemi c  f lu  p r ep ar edness b y  ear ly  20 0 6, and h as adv anc ed t h at  ef f o r t  w i t h i n t h e Sec t o r  and 
w o r k ed o u t si de t h e Nu c lear  Sec t o r  t o  h elp  mo r e b r o adly . Mo r eo v er , i n sev er al sp ec i f i c  
i nt elli genc e and t ec h ni c al ar eas, t h e Sec t o r  h as w o r k ed v er y  c lo sely  w i t h  t h e D ep ar t ment  o f  
H o meland Sec u r i t y  (D H S) i n a manner  t h at  h as led t o  measu r ab le i mp r o v ement  i n t h e 
sec u r i t y  o f  o u r  nu c lear  p o w er  p lant s. 

 
Remo v i ng any  p er c ei v ed o r  ac t u al b ar r i er s t o  p r i v at e-sec t o r  p ar t i c i p at i o n i s a k ey  i ni t i at i v e o f  
D H S, as w ell as t h e P CIS. In y o u r  i nv i t at i o n, t h e Su b c o mmi t t ee ask ed me t o  c o mment  o n t h r ee 
ar eas o f  c o nc er n t o day :    

1. Issu es o f  c o mp et i t i v e adv ant age;  
2. Fear  o f  sh ar i ng sensi t i v e i nf o r mat i o n; and  
3. Wo r r i es t h e p ar t ner sh i p  mi gh t  ex c lu de smaller  o p er at o r s.  

 
Regar di ng c o mp et i t i o n, a q u o t e b y  Gr egg J o nes i n a r ec ent  B u si ness E x ec u t i v es f o r  Nat i o nal 
Sec u r i t y  (B E NS) r ep o r t , “Get t i ng D o w n To  B u si ness,” r ef lec t s t h e w ay  P CIS o p er at es. “We’ r e 
c o mp et i t o r s, no t  enemi es,” w r o t e J o nes, t h e Ch i ef  A dmi ni st r at i v e O f f i c er  f o r  Gr eenb er g Tr au r i g, 
L L P . “We c o llab o r at e du r i ng emer genc i es… ”  Th e same h o lds t r u e f o r  t h e SCCs and ISA Cs. I 
h av e seen t h i s c o llab o r at i v e ap p r o ac h  ac r o ss all t h e sec t o r s f r o m t h e c r eat i o n o f  P CIS t h r o u gh  
t o day , and I assu r e y o u  t h ese ef f o r t s ar e no t  mer ely  ab o u t  mar k et i ng o r  selli ng t o  c u st o mer s.  
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B u si ness w o r k s w i t h  o u r  go v er nment  p ar t ner s t o  dev elo p  p o li c i es, st r at egi es, and i nf o r mat i o n-
sh ar i ng mec h ani sms w e w i ll all r ely  o n du r i ng an emer genc y . ISA Cs, and t h ei r  r elat i o nsh i p  t o  
D H S, p r o v i de an ex c ellent  ex amp le o f  t h ese no n-c o mp et i t i v e p ar t ner sh i p s i n ac t i o n. Sec t o r s t h at  
h av e ISA Cs u se t h em t o  sh ar e i nf o r mat i o n o n t h r eat s, v u lner ab i li t i es, c o u nt er measu r es, and b est  
p r ac t i c es. ISA Cs c o o r di nat e r egu lar ly  w i t h  eac h  o t h er  and w i t h  t h e D H S U .S. Co mp u t er  
E mer genc y  Readi ness Team (U S-CE RT). P CIS i s lev er agi ng t h e ISA C Co u nc i l (an ad-h oc 
c o ali t i o n o f  t h e leader sh i p  o f  mo st  o f  t h e i ndu st r y  ISA Cs) as i t  w o r k s w i t h  D H S o n i nf o r mat i o n-
sh ar i ng p o li c y  i ssu es. 
 
Regar di ng sh ar i ng sensi t i v e i nf o r mat i o n, w e ar e w o r k i ng c lo sely  w i t h  t h e P r o t ec t ed Cr i t i c al 
Inf r ast r u c t u r e Inf o r mat i o n (P CII) P r o gr am O f f i c e and t h e Inf o r mat i o n Sh ar i ng E nv i r o nment  
(ISE ) o n t w o  i ni t i at i v es t h at  w o u ld i mp r o v e i nf o r mat i o n sh ar i ng w h i le also  p r o t ec t i ng sensi t i v e 
i nf o r mat i o n. Th e P r esi dent  t ask ed t h e ISE  t o  r ef o r m t h e c lassi f i c at i o n c r i t er i a f o r  “Sensi t i v e B u t  
U nc lassi f i ed” (SB U ) i nf o r mat i o n. U nder  t h e CIP A C f r amew o r k , P CIS memb er s ar e w o r k i ng 
w i t h  ISE  and D H S p er so nnel t o  dev elo p  a si mp li f i ed, r at i o nal ap p r o ac h  t o  p r o t ec t i ng 
i nf o r mat i o n. Mo st  r ec ent ly , t h e ISE  c o mb i ned o u r  lat est  c o mment s w i t h  t h o se o f  Feder al 
dep ar t ment s and agenc i es i n a dr af t  gu i deli ne do c u ment  t h at  i s o n i t s w ay  t o  a P r i nc i p als 
Co mmi t t ee r ev i ew . A s lo ng as st at u t o r y  p r o t ec t i o ns (f o r  CII) r emai n i n p lac e, t h e P CII p r o gr am 
sh o u ld f u nc t i o n w i t h i n t h e new ly  p r o p o sed “Co nt r o lled U nc lassi f i ed Inf o r mat i o n” (CU I) 
env i r o nment . D esp i t e t h ese ef f o r t s, so me sec t o r s c o nt i nu e t o  h av e ser i o u s c o nc er ns f o r  t w o  
p r i mar y  r easo ns. Fi r st , sec t o r s ar e u nc lear  ab o u t  w h at  sensi t i v e i nf o r mat i o n D H S needs. Sec o nd, 
sec t o r s r emai n c o nc er ned t h i s i nf o r mat i o n may  b e di sc lo sed p u b li c ly , mak i ng i t  av ai lab le t o  
c o mp et i t o r s o r  u sed i n li t i gat i o n. 
 
In r egar ds t o  i nc lu di ng smaller  o p er at o r s, sec t o r s h av e o r gani z ed t h ei r  SCCs t o  i nc lu de all 
r elev ant  t r ade and o p er at i o nal asso c i at i o ns. Th i s w as a p r o v i si o n t h e p r i v at e sec t o r  i nsi st ed u p o n, 
and D H S agr eed t o  i nc o r p o r at e i nt o  CIP A C. A n ex amp le o f  i nc lu si o n i s t h e Fo o d and 
A gr i c u lt u r e SCC, w h i c h  h as 119  sep ar at e ent i t i es r ep r esent i ng all asp ec t s o f  t h e Sec t o r  f r o m 
“f ar m t o  t ab le,” i nc lu di ng r est au r ant s, gr o c er y  st o r es, meat  p ac k er s, f ar mer s, and f o o d 
p r o c esso r s. A no t h er  i s t h e Fi nanc i al Ser v i c es SCC, w h i c h  h as 34 asso c i at i o ns and c o mp ani es, 
r ep r esent i ng b ank s, b r o k er ages, and t h e i nsu r anc e i ndu st r y . E ac h  SCC i s aggr essi v ely  p u r su i ng 
w ay s t o  i nc r ease i t s r eac h , and I b eli ev e mo st  o f  t h em ar e gr o w i ng ac c o r di ngly . In addi t i o n, 
A ssi st ant  Sec r et ar y  B o b  St ep h an and o t h er s f r o m D H S r egu lar ly  t r av el ar o u nd t h e c o u nt r y , 
c o ndu c t i ng t o w n h all-st y le meet i ngs, w h er e o f f i c i als enc o u r age c o mp ani es and asso c i at i o ns t o  
j o i n SCCs and ISA Cs.  
 
Fi nally , p lease allo w  t h e P CIS t o  mak e a f ew  su ggest i o ns o u r  memb er s f eel w o u ld no t  o nly  
enh anc e t h e ex i st i ng p ar t ner sh i p  b u t  also  i mp r o v e o u r  c o u nt r y ’ s ab i li t y  t o  manage ex c ep t i o nal 
ev ent s.  
 
Fi r st , let  t h e p ar t ner sh i p  mat u r e. It  i s w o r k i ng, b u t  i t ’ s st i ll y o u ng. We h av e ac c o mp li sh ed a gr eat  
deal w i t h  D H S si nc e i t s i nc ep t i o n and ado p t i o n o f  t h e P CIS as t h e f r amew o r k  f o r  p r i v at e-sec t o r  
engagement , and ev en mo r e i n t h e y ear  si nc e Sec r et ar y  Ch er t o f f  ex er c i sed t h e Sec t i o n 871 
ex emp t i o n and c r eat ed CIP A C. We ar e st i ll ex p lo r i ng w ay s t o  u se t h at  f r amew o r k .  
 
We w elc o me t h e i nv o lv ement  o f  Co ngr ess, b u t  w e need t o  c o nt i nu e a t r u st ed env i r o nment  i n 
o r der  t o  w o r k  w i t h  o u r  go v er nment  p ar t ner s o n sensi t i v e i ssu es af f ec t i ng o u r  saf et y  and sec u r i t y . 
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We w o u ld b e h ap p y  t o  w o r k  w i t h  y o u  as y o u  c o nsi der  st andar ds and r i sk  assessment s so  w e c an 
b u i ld o n t h e t r u st  w e h av e est ab li sh ed and c ap i t ali z e o n t h e f r ee f lo w  o f  i deas and so lu t i o ns w e 
ar e b egi nni ng t o  enj o y  u nder  t h e new  f r amew o r k . 
 
Sec o nd, h elp  u s edu c at e all Feder al dep ar t ment s and agenc i es r egar di ng t h e nat u r e o f  t h i s 
p ar t ner sh i p . Th e p ar t ner sh i p  mo del i s a go o d o ne, b u t  no t  u ni f o r mly  ex ec u t ed ac r o ss t h e sec t o r s. 
Th i s i s du e, i n p ar t , t o  t h e need o f  so me i n t h e Feder al go v er nment  t o  b e edu c at ed o n t h e v alu e o f  
t h e p ar t ner sh i p  mo del. Many  w e w o r k  w i t h  i n D H S’  o p er at i ng gr o u p  f o r  IT and c o mmu ni c at i o ns 
and t h e D ep ar t ment ’ s P ar t ner sh i p  and O u t r eac h  D i v i si o n u nder st and t h e st r u c t u r e, b u t  t h e f u r t h er  
o ne get s aw ay  f r o m t h o se o f f i c es, t h e less u nder st andi ng and ap p r ec i at i o n o f  t h e Sec t o r  
P ar t ner sh i p  Fr amew o r k  t h er e i s.  
 
We also  need h elp  i nt er nat i o nally . Th e p u b li c -p r i v at e p ar t ner sh i p  i s t h e r i gh t  mo del glo b ally , and 
as o t h er  c o u nt r i es gr ap p le w i t h  t h ese same i ssu es, t h e U .S. go v er nment  c an c o nt i nu e t o  lead, and 
ev en i nc r ease, glo b al edu c at i o n ef f o r t s t o u t i ng t h e b enef i t s o f  p u b li c -p r i v at e p ar t ner sh i p s, and t h e 
p r i mac y  o f  ensu r i ng i nno v at i o n and f lex i b i li t y  i n t h e c r i t i c al i nf r ast r u c t u r e di sc i p li ne.  
 
Th i r d, w e mu st  r ef o r m t h e Nat i o nal Resp o nse P lan (NRP ) p r o c ess t o  r ef lec t  t h e t r u e p ar t ner sh i p  
mo del w e h av e f o u nd w i t h  t h e dev elo p ment  o f  t h e NIP P . A ddi t i o nally , t h e NRP  t ex t  and annex es 
sh o u ld b e r ev i ew ed t o  i nc lu de mo r e p r i v at e-sec t o r  p ar t i c i p at i o n ear ly  i n r esp o nse ac t i o ns. Th i s i s 
i mp o r t ant  w h en deali ng w i t h  p h y si c al i nc i dent s, b u t  ev en mo r e i mp o r t ant  w h en y o u  c o nsi der  t h e 
c y b er  di mensi o n. Cr i t i c al i nf r ast r u c t u r e o w ner s and o p er at o r s u nder st and t h ei r  
i nt er dep endenc i es, esp ec i ally  o n t h e glo b al ar ena. P CIS c o nsi der s all c y b er  i nc i dent s 
i nt er nat i o nal b y  def au lt . Th e p r i v at e sec t o r  alr eady  h as mu lt i p le c o llab o r at i v e mec h ani sms i n 
p lac e t o  deal w i t h  si gni f i c ant  c y b er  i nc i dent s. Many  Int er net  Ser v i c e P r o v i der s (ISP s) c o llab o r at e 
t h r o u gh  t h e i nf o r mal “nsp -sec ” c o mmu ni t y . Mu lt i p le go v er nment  and p r i v at e-sec t o r  i nc i dent  
r esp o nse t eams b elo ng t o  t h e mo r e f o r mal Fo r u m o f  Inc i dent  Resp o nse and Sec u r i t y  Teams 
(FIRST). Th ese t w o  glo b al o r gani z at i o ns r esp o nd i n r eal t i me, and w e sh o u ld b egi n t h i nk i ng o f  
t h em as “glo b al c y b er  f i r st  r esp o nder s.” Th e NRP  sh o u ld i nc o r p o r at e t u r ni ng t o  t h ese 
o r gani z at i o ns, and o t h er  p r i v at e-sec t o r  o r gani z at i o ns li k e t h em, f o r  any  c y b er  i nc i dent  o f  nat i o nal 
si gni f i c anc e. 
 
Fo u r t h  and f i nally , t h e go v er nment  mu st  sh ar e mo r e t i mely  and u sef u l i nf o r mat i o n w i t h  t h e 
p r i v at e sec t o r . It  i s o f t en di f f i c u lt  t o  det er mi ne ex ac t ly  w h o  “needs t o  k no w ” sensi t i v e 
i nf o r mat i o n, b u t  t h e Sec t o r  P ar t ner sh i p  Fr amew o r k  i nc lu des eno u gh  t r u st  t o  er r  o n t h e “need t o  
sh ar e” si de o f  t h e eq u at i o n. Co mp lex  i nt er dep endenc i es, a lac k  o f  f ami li ar i t y  w i t h  sec t o r  
o p er at i o ns, and li t t le-k no w n c o llo c at i o n o f  asset s ar gu e f o r  t h e sh ar i ng o f  aler t s and w ar ni ngs 
w i t h  P CIS and r elev ant  ISA Cs r at h er  t h an t r y i ng t o  f er r et  o u t  o nly  t h o se o w ner s and o p er at o r s 
t h at  go v er nment  analy st s t h i nk  mi gh t  b e i nv o lv ed i n an i nc i dent . Many  o f  t h e ISA Cs ar e c ap ab le 
o f  t r ansmi t t i ng and st o r i ng c lassi f i ed mat er i al, and many  sec t o r s h av e c lear ed i ndi v i du als t h at  c an 
b e t r u st ed w i t h  sensi t i v e i nf o r mat i o n. Th e E mer genc y  No t i f i c at i o n Sy st em (E NS), f o r  ex amp le, 
h as w o r k ed w ell o n t h e f ew  o c c asi o ns D H S h as u sed i t . D H S h as do ne a r elat i v ely  go o d j o b  
est ab li sh i ng i t , t h o u gh  i t  t h e D ep ar t ment  c o u ld ex er c i se i t  mo r e f r eq u ent ly  and sh o u ld u p dat e i t  
r egu lar ly  w i t h  a P CIS li st , ISA C li st , and o t h er  k ey  ex ec u t i v es, as r eq u i r ed. 
 
Th ank  y o u  agai n f o r  t h e o p p o r t u ni t y  t o  b e w i t h  y o u  t o day  o n b eh alf  o f  P CIS. No w  I w o u ld b e 
h ap p y  t o  answ er  any  q u est i o ns y o u  h av e. 


